We present measurements of spurious emission produced by high-frequency radio frequency identification (HF RFID) using carrier frequency of 13.56 MHz. HF RFID tags produce unwanted emission due to rectification and more generally due to nonlinearity of analog front end. Depending on the conducting material of an HF RFID coil and surrounding dielectric material, the coil behaves as more or less good antenna on some harmonic frequencies. Exact characterization and analysis of unwanted emission is important from the security perspective as well as from the perspective of interference with other systems. Consequently we measured the harmonics produced in the integrated circuitry and characterized radiation properties of the antenna. Finally we present the measurements of the spurious emission performed in a Gigahertz Transverse Electromagnetic (GTEM) cell.
Introduction
The investigation of spurious emissions produced by contactless chip-cards is of interest due to potential interference with other systems and due to security and privacy concerns. Many RF power and data transfer systems employ strong encryption like 3DES or AES thus greatly decreasing possibility for loss of confidential information. However, some systems (building access and inventory systems) use uncoded data on the tags which are vulnerable to reply style attacks.
In these systems the information is transmitted at the fundamental frequency through magnetic field which is proportional to the inverse cube of the distance [1] ; thus the distance at which the unwanted emission is detectable is quite small, couple of meters.
On the harmonic frequency the spurious emission is carried by the electromagnetic field which decays slowly, proportional to the inverse square of the distance [1] . As we will present in this paper the field strength of this emission is also very low compared to the spectral mask and therefore practically undetectable.
In [2] the authors measured spurious emission distance for exemplary ISO/IEC 14443 type A transponder and reader configurations in different environments using higher-order harmonics. In [3, 4] electromagnetic emission of HF RFID system is measured and its susceptibility to jamming and eavesdropping is evaluated.
Harmonics and intermodulation products are produced by the nonlinear RF front end of the integrated circuitry. They are more or less efficiently radiated by the antenna depending on which frequencies they are and what is the radiation characteristic of the antenna on that frequency. When we have the radiation properties of the antenna and the value of the nonlinearity produced by the electronic circuitry of the device that is powered by RF we can think of various methods to decrease the spurious emissions or even to completely block it.
Harmonic analysis in RFID systems currently is well studied in UHF RFID, like in [5] . Here also a redundant harmonic link is proposed [6, 7] .
Antennas for near-field power and data systems are optimized to efficiently transfer power and information on the carrier frequency by magnetic coupling. We analyzed the behavior of these antennas on other frequencies by simulating them with one of the EM simulators and by measuring their radiation properties in an anechoic chamber. We observe that on some frequencies the radiation properties of these antennas deteriorate significantly but on some they radiate well.
A method for accurate measurement of harmonics produced by an HF RFID chip is explained in Section 4. The strength of the harmonics produced by the circuitry strongly depends on the power induced in it so spurious emission produced by a tag is higher if the reader uses higher power. Thus this can be a reason for an attack of malware on a reader. This paper is organized as follows: in Section 2 we give an overview of communication properties of the HF RFID. In Section 3 we investigate radiation properties of HF RFID antenna. In Section 4 we show a model of the circuitry for spurious emission and measurement of the harmonics produced. Measurement of the spurious emission of the whole system is shown in Section 5.
HF RFID Overview
Contactless chip cards are defined in the standard [8] . Communication system consists of a tag called proximity identity chip card (PICC) and a reader called proximity coupling device (PCD). PICC and PCD are magnetically coupled on 13.56 MHz carrier frequency. Consequently as an antenna for both PICC and PCD planar spiral coil is used. PCD is a source of magnetic field and powers the PICC. PICC is powered through magnetic field on the carrier frequency and uses highly power-efficient load modulation on the uplink where it changes its input impedance by switching a transistor at the RF front end and thus modulates the carrier produced by the PCD.
According to standard PICCs are tested in "PCD test assembly" at a distance of 10 cm from the PCD coil. In Figure 1 we show reader's request A (REQA) package and tags anticollission A (ATQA) response. There is 86.43 s long pause between two packages.
In our experiment, we look for this signal shape on harmonic frequencies.
Radiation Properties of HF RFID Antenna
Typical coil used in a PICC as specified in the standard [8] is shown in Figure 2 .
PICC antenna geometry is defined by the outer dimensions and , number of turns , pitch (distance between centers of conductors), and conductor width . By varying these basic geometrical parameters we can manipulate the radiation properties of the antenna on the harmonic frequencies on which we want to prevent the spurious emission. PEEC (partial element equivalent circuit) model of PICC antenna is presented in [9, 10] and evaluated by measurement which can be used for simulation and modeling of radiation properties of the antenna. In those publications we showed that measurement results and HFSS simulation match well. Consequently in this section we will use HFSS to simulate the properties of the antenna. Integrated circuitry of the PICC produces harmonics due to nonlinear analog front end. Especially dangerous are odd harmonics on the UHF frequencies since the antenna of the potential eavesdropper is small enough (e.g., to be placed in a backpack). These harmonics are then radiated by the coil which on the harmonic frequency behaves as an antenna.
Impedance of the antenna geometry from Figure 2 versus frequency is shown in Figure 3 . The antenna is dominantly inductive up to the first antiresonance. Due to parasitic capacitive effects on the antenna there are resonances on the higher frequencies on which spurious emission can occur. Figure 4 shows radiation pattern of PICC antenna on 266 MHz. Antenna behaves as a small magnetic loop antenna. Maximum gain is in the plane of the antenna. This is important to know in which direction we should fight the spurious emission. 
Harmonic Model of HF RFID Integrated Circuitry
In this section we discuss measurement and modeling of nonlinearity of HF RFID chips. More details on the measurement are given in [11] .
Since it is expected that chip has high input impedance reflection method is prone to error. Consequently we used series measurement setup proposed in [12] to measure chip's impedance as well as amplitude of harmonics produced by the chip. The chip is placed in a test fixture, and the inner conductors are connected through the chip while outer conductors are short-circuited through the test fixture as shown in Figure 5 .
For the measurements we use a ZVA8 VNA by Rohde & Schwarz which is controlled by Matlab through VISA interface. VNA generates signal at port 1 on the fundamental frequency on the specific power level. This signal is amplified to increase the range of the signal. Since the amplifier and VNA itself induce harmonics, a custom designed low-pass filter (LPF) is used that also provides an impedance of 50 Ω for all harmonics produced by DUT.
We measured 21 parameter and 2 / 1 ratio with VNA using series method as in [11] . From that we can find chip impedance and currents and voltages on the chip on both fundamental and harmonic frequencies as
where is the impedance of the chip, and are current and voltage on the chip on the fundamental frequency, and ℎ and ℎ are current and voltage on the chip on the harmonics.
We recalculate the power produced on port 1 of the VNA to source voltage as
We analyze the chip's response at the fundamental and odd numbered harmonic frequencies (3 0 , 5 0 , etc.) as a function of the available power at the fundamental frequency of 0 = 13.56 MHz. Impedance is calculated from the 21 measurement at the fundamental. The generated harmonics are related to the incoming wave at port 2 of the VNA ( 2 ).
An equivalent circuit model commonly used for HF RFID chip [13, 14] is shown in Figure 6 Commonly used harmonic model for full wave rectifier circuit is shown in Figure 6 (b). Due to rectification chip behaves as current controlled current source. It produces harmonic currents on the AC sides which are controlled by DC current inside the chip:
Current and voltage shapes on the rectifier are shown in Figure 7 . AC current in the rectifier starts flowing in the point when AC and DC voltages are equal. We can see that the harmonics produced on AC side are mostly due to AC current shape [15] . If we do Fourier analysis of the currents we will see that ideally it consists only of the odd harmonics. AC voltage harmonics exist but are less pronounced. DC voltage has sawtooth shape and consists mostly of the even harmonics. We can find DC current as DC = DC / . This model is strongly simplified but helps us in understanding our measurement results. Usually the rectifier consists of transistors, and the limiter as well as the internal circuitry has more complicated structure, but the final chip should be in compliance with this reference PICC circuit. Now we investigate the behavior of the whole card. RF frontend of an HF RFID chip is capacitive and it is connected in parallel to an inductive coil, thus forming a resonance circuit. The resonance frequency of the tag is predefined and should be in a certain range (14) (15) (16) .
In Figure 8 we show the equivalent PICC impedance (chip in parallel with the antenna) versus frequency. We see that there is first resonance on 13 MHz but also there are resonances on higher frequencies.
Spurious Emissions Measurement in GTEM Cell
To accurately measure far-field radiation of harmonic and to avoid interference from other systems we used Gigahertz Transverse Electromagnetic (GTEM) cell shown in Figure 9 (a). GTEM cell has pyramidal shape and its outer structure is metallic and conductive. Inner conductor called septum is shifted from the center of the structure and is the upper border of usable test volume. The port A at the tip of the GTEM cell has a 50 Ω coaxial connector and the septum is terminated with a 50 Ω resistor box. The basis of the pyramidal structure is covered with high-frequency absorbers. Equipment under test (EUT) is placed in the GTEM cell as shown in Figure 9 (b). The placing as well as positioning of the structure depends on the size of the GTEM cell and it is defined in the standard [16] .
The block diagram of the measurement setup is shown in Figure 10 . Reader antenna called Poller0 (matching is included) and a PICC are placed inside the cell. The KeoLab reader is outside of the cell; it is connected through the cell to its antenna and sends reader signal. LPF is used to filter out harmonics produced by the reader. Additionally, the reader is connected to the signal analyzer for triggering. Signal analyzer is connected to GTEM cell coaxial connector and receives both reader signal and PICC response. For the far-field measurements the EUT should be placed in three orthogonal orientations. Using these three measurement results the GTEM software based on the standard [16] calculates electrical field that would be radiated at 10 m distance.
First we wanted to see what is the power produced by the reader. That is why we have connected the reader directly to the signal analyzer. The power of the signal produced by the reader is less than but close to 1 W.
Next we connected the setup and measured harmonics in the GTEM cell. In Figure 11 we show power at port A of the signal on the third harmonic: PCD command REQA and PICC response ATQA. REQA has fixed value of 26 hex and ATQA is variable and in this case 0400 hex. There is an 86.43 s break in between commands, so called frame In Figure 12 we show far-field emission of harmonics up to 1 GHz measured in GTEM cell. This is the electrical field radiated by the EUT at 10 m distance. We observe that the odd harmonics are significantly stronger than the even ones. The harmonics produced by the reader dominate over the weak response from the card. The spurious emission is below the radiation emissions limit for incidental radiators defined in [17] . This setup can be used as a reference for different methods of spurious emission suppression. 
Conclusions
In this paper, we have investigated spurious emission from the HF RFID tags. First we have investigated radiation properties of an HF RFID antenna. We see that the antenna radiates well on certain frequencies. Afterwards we characterize harmonic behavior of an analog front end of the integrated circuit. Due to rectification, most dangerous are odd harmonics. Finally we measured in a GTEM cell electric field radiated by an HF RFID tag on frequencies up to 1 GHz. As shown above both the PCD and PICC signals are very low compared to the spectral mask and therefore practically undetectable.
